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Abstract

Image processing and computer vision techniques can now be implemented using computer
processing. And with readily available libraries like OpenCV, it has become easier than ever
to use such technologies to improve upon the traditional security systems for our benefit. By
the creation of this project, we aim to make it a very easy process to secure the homes and
workplaces at a relatively cheaper cost. Traditional CCTVs, in addition to being expensive, do
not offer much in terms of control over devices. Our proposed system consists of developing a
smart tool by which a computer or Raspberry Pi attached with a camera can be converted into
a smart surveillance system. Further modules can be connected like temperature module, PIR
sensor; etc. The aim of this project is to develop a smart and cost-efficient smart system and,
as a result, provide a cheap and manageable option to small business owners and households.

1. INTRODUCTION

Computer vision is a highly branched scientific field that
deals with things like how computers can be used to gain a
high level of understanding from digital images or videos.
From the perspective of engineering, its goal is to automate
tasks that the human visual system is capable of.

Computer vision includes methods for image
acquiring, image processing, image analyzing and
understanding digital images, and extracting high-
dimensional data from the real world to produce numerical
or symbolic information, e.g., in the forms of decisions.
OpenCV (Open source computer vision) is a library
of programming functions mainly concerned with and
focusing on real-time computer vision. Originally, it was
developed by Intel. It was later supported by Willow Garage
then Itseez, which was then later acquired by Intel.

The library is cross-platform and free for all to use
under the open-source BSD license. Traditional surveillance
security systems provide little in the way of taking action
then and there as soon as a crime is being committed.
Furthermore, it is very expensive and complicated to set
up such a system.

The goal of this project is to create an open-source
smart tool that can help individuals or institutes set up a
low-cost, secure system by themselves. This will give them
full control over their devices to secure their parameters and
customize according to their needs.

1.1. Need and Motivation

It is important to secure our homes, offices, and other
places of business to prevent certain crimes. The traditional

surveillance systems do not have any way of alerting the
owners if there are any criminal activities taking place. They
just record/broadcast the feed. As a result, the owners are
not able to take on the spot action to counter or prevent any
intrusion or theft when it occurs.

1.2. Existing System

In today’s day and age, it has become important to secure
one’s assets, be it workplace or home. If people overlook
this, they may become vulnerable to various kinds of
physical and cyber attacks on themselves, their work, and
their family.

One of the aspects of such security is surveillance.
Traditional CCTV setups provide little in the way of taking
an on the spot action. CCTV setups depend on the users to
go through the recorded feed or just observe the broadcasts
continuously. Furthermore, they are quite expensive for a
small household or business to own.

Being non-modular in design makes it difficult for
users to understand them and debug them. Also, once
set up, they are pretty much non-upgradable with new
features. All these things make traditional CCTV setups
very inefficient. [9]

The methodology of the current system makes use
of Traditional CCTV cameras, which passively keep
records of events happening in its visual scope. The current
system just records what is happening and delegates the
responsibility for taking actions on the concerned person
rather than actively running a motion detection algorithm
on the visual feed and having a fault-tolerant back-end to
capture the event and alert the concerned person and doing
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so with the least cost possible.

Our methodology does not require any costly gadgets.
Anything that can capture visual feed can be effectively
evolved into a smart surveillance system.

1.3. Proposed System

Our system consists of two parts; the client and the server.
The client is on an android-based cell phone, and the
server is Google Firebase providing us with real-time
authentication and database.

The proposed system finds its way into a variety
of domains. The most basic setup will include a webcam
connected to a computer or a raspberry pi device. After
the code is executed on this device, the camera will start
observing the environment, and as soon as it detects motion,
it will notify the user on his/her phone. Firebase will be used
as a database and a communication link between the device
present on location and the phone that will be with the
users. Additionally, this system can be modified to include
counter-measures upon confirming a break-in or an attack,
such as calling the police, etc.

Further sources of input, like a temperature sensor,
LDR sensor, etc., can also be connected to the device with
very small modifications to the code. This project will
enable its users to set up a security system using the devices
they already own and hence will prove to be very cheap
and effective. [3][7][12][13]

The three essential parts of the system are the watcher
interface, alert system, and user interface.

1.3.1. Watcher Interface

The Watcher Interface implements an Observer pattern
that observes the camera feed and runs an Algorithm to
detect motion using the OpenCV library that uses Image
thresholding to detect motion.
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Figure 1: Proposed system

1.3.2. Alert System

Whenever the algorithm detects motion, it sends an alert
object to the user that consists of the snapshot, timestamp
of the feed that triggered the motion detection algorithm,
via Firebase back-end. [1][6][10]

1.3.3. User Interface

At the Firebase back-end, a messaging queue is responsible
for routing the alert object to the corresponding user. This
messaging queue is integrated in the Firebase itself. This
alert object is sent as a JSON string over the internet. At
the user’s end, the JSON data is populated according to a
template defined in the android application. [10]

2. WORKFLOW OF SYSTEM

Our system working has been depicted by the sequence
diagram. The user in this system is the one using the
application, the application frontend us the android
application user interface used by the user and the back-end
is the Firebase providing us with various features which
were talked about earlier. [1][5][10]

The android application would receive the data from
Firebase in real-time. In case there is an event captured by
the camera, the stationary device would send a notification
via the application along with the snapshot taken when such
an event was triggered. [10]

2.1. Methodology

The software development process for this project is a
mix of TDD or “Test-Driven Development” and the Spiral
model, where critical modules were developed using TDD
to ensure their logical correctness and their ability to
perform their assigned task.

This includes the modules of :

*  Authentication

User \Watcher Alert
Interface

Subscribe

On alert

wayshs paly
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Figure 2: System workflow
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A Smart Human Detection Drone For Rescue

e Motion detection [1]

*  Data serialization

*  Server error handling and re-routing

e Alert system

The trivial and non-critical part of the system is developed

through the Spiral model. These include modules of :

*  Data logging

*  Desktop app error handling

»  Networking (critical functionalities handled by external
library)

*  Image capturing

3. IMPLEMENTATION

3.1. User Authentication and Alert Events
Dashboard

The user will be shown the authentication screen wherein
the user will need a Google account to authenticate into
the service. On successful authentication, the user will be
forwarded to the alert events screen.

This screen is shown to the user after successful
authentication from the database and authentication
protocols. This screen shows the history of the events
triggered according to the data from the sensors and camera
feed. In case there is a motion-captured on the camera feed,
the camera snaps a picture and sends it to the user along with
an alert notification. The user can choose what actions to be
performed next. (e.g., like calling the concerned authorities)

3.2. Sample Alert Notification and Contact List

The above screen shows a sample alert notification for a
motion detection event triggered. The notification consists
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Figure 3: Authentication screen and alert screen

of'a snapshot of the environment when the motion detection
routine was triggered. the user may then decide to act on
the alert by taking the appropriate decision to deal with the
risk, or in case of a false positive, the user may choose to
ignore the notification. [1]

The user may, if need be, choose from a selected
list of contacts that may be better situated to deal with the
emergency and act upon on behalf of the user. The contact
list screen shows the list of contacts, and with a single
click, the user can choose the contact from the emergency
contact list.

The emergency contact list may consist of neighbors
and concerned authorities or any other person that the user
might trust.

3.3. Sign Out Page

The above screen can be accessed by the user to Sign out
of the app and end the user session. The user activity and
data are persisted on the database so that it can be accessed
whenever desired.

4. CONCLUSION

As we know, the current security systems are expensive and
difficult to implement. In this project, we have implemented
the OpenCV library to monitor an environment and alert
the user if there is any motion detected in it.

This design can be further customized using different
sensors and tailored according to the users’ needs with just
a few changes in the program. This system can be extended
and integrated with IoT, specifically smart home controllers
so that the process of alerting can be automated and take the
human out of the loop for real-time alerting and mitigation.
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Figure 4: Alert and contact list
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Figure 5: Sign out

One potential drawback of this project is that it may alert
false positives. So to tackle this problem, we can further
train a machine learning model to detect and filter out real
threats from false positives.

Using this system, one with a little technical

knowledge can easily convert an old laptop into a
surveillance device and modify it according to their needs.
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