
Ab s t r ac t
The increasing digitalization of next-generation aircraft and avionics has significantly enhanced flight safety, operational 
efficiency, and communication capabilities. However, the integration of interconnected avionics networks, wireless 
communication systems, cloud-based maintenance platforms, and intelligent onboard technologies has also expanded 
the cyberattack surface, exposing aviation systems to sophisticated cybersecurity threats. This study investigates the 
major cybersecurity challenges affecting next-generation aircraft and proposes a comprehensive multilayer cybersecurity 
framework designed to improve the protection of critical avionics infrastructure. The proposed framework combines secure 
communication protocols, system integrity verification, artificial intelligence-based anomaly detection, and automated 
incident response mechanisms to safeguard aircraft communication networks and flight-critical systems against cyber 
threats. A risk-based assessment methodology was employed to identify vulnerabilities associated with communication 
systems, avionics software, and connected maintenance platforms, while simulation-based performance evaluation was 
conducted to assess the effectiveness of the proposed architecture. The results demonstrate that the integrated framework 
improves cyber threat detection, enhances system integrity, reduces incident response time, and strengthens the resilience 
of aviation communication systems while maintaining alignment with established aviation cybersecurity guidelines 
issued by international regulatory authorities. The study further highlights the importance of adopting layered defense 
strategies, continuous monitoring, secure software management, and regulatory compliance to address the evolving 
cybersecurity landscape in modern aviation. The proposed framework provides a practical foundation for enhancing the 
security, reliability, and operational continuity of next-generation aircraft and avionics systems and offers valuable insights 
for researchers, aircraft manufacturers, airlines, and aviation regulatory agencies seeking to strengthen cybersecurity 
resilience across the global aviation ecosystem.
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In t r o d u c t i o n
The aviation industr y has undergone signif icant 
technological transformation through the adoption of 
advanced avionics, digital communication networks, 
intelligent flight management systems, and increasingly 
interconnected aircraft architectures. These developments 
have substantially improved operational efficiency, flight 
safety, navigation accuracy, and passenger services while 
enabling greater automation across aircraft systems. Modern 
aircraft increasingly rely on integrated communication, 
navigation, surveillance, and air traffic management (CNS/
ATM) technologies, creating highly connected operational 
environments that facilitate real-time information exchange 
between onboard systems, ground stations, maintenance 
facilities, and air traffic control. Although these technological 

advancements have enhanced the overall performance of 
commercial aviation, they have simultaneously introduced 
new cybersecurity challenges that threaten the confidentiality, 
integrity, and availability of safety-critical aviation systems 
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(Blasch et al., 2019; Sabatini et al., 2020).
Unlike traditional aircraft architectures, next-generation 

aircraft incorporate extensive digital networks, wireless 
communication technologies, cloud-enabled maintenance 
systems, Internet Protocol (IP)-based communications, and 
cyber-physical components that continuously exchange 
operational data. The increasing dependence on software-
driven avionics and interconnected communication 
infrastructures has expanded the potential attack surface 
available to cyber adversaries. Vulnerabilities affecting 
onboard networks, aircraft communication protocols, 
navigation systems, maintenance interfaces, and flight 
management systems may expose aircraft to unauthorized 
access, data manipulation, denial-of-service attacks, malware 
infiltration, and other sophisticated cyber threats capable 
of disrupting flight operations or compromising passenger 
safety (Shaikh et al., 2019; Rozier, 2017). Consequently, 
cybersecurity has become an essential component of aviation 
safety, requiring protection measures that extend beyond 
traditional physical and operational security frameworks.

The growing complexity of aviation cyber threats has 
attracted considerable attention from researchers, aircraft 
manufacturers, regulatory authorities, and international 
aviation organizations. Aviation systems are increasingly 
viewed as cyber-physical systems in which digital assets 
directly influence physical flight operations. This close 
integration between cyber infrastructure and physical 
aircraft functions means that successful cyberattacks could 
have severe operational and safety consequences. Aircraft 
communication channels, avionics software, satellite 
communication systems, aircraft maintenance platforms, 
and air traffic management infrastructures all represent 
potential targets for malicious actors seeking to exploit 
system vulnerabilities. As aircraft continue to evolve toward 
higher levels of connectivity and automation, protecting 
these interconnected systems has become a strategic priority 
for maintaining safe and resilient aviation operations (Alrefaei 
et al., 2021; Harison & Zaidenberg, 2018).

Several studies have examined cybersecurity risks 
within civil aviation and proposed approaches for assessing 
vulnerabilities in aircraft systems. Elmarady and Rahouma 
(2021) emphasized the importance of systematic aviation 
cybersecurity risk assessment to identify vulnerabilities 
across aircraft operational environments and to support 
the development of effective mitigation strategies. 
Similarly, Sampigethaya (2019) highlighted the necessity 
of integrating cyber risk assessment into both aircraft 
operations and air traffic management systems, recognizing 
that cybersecurity threats extend beyond onboard avionics 
to include supporting aviation infrastructure. These studies 
demonstrate that comprehensive cybersecurity assessment 
must consider the interactions among aircraft systems, 
communication networks, maintenance operations, and 
regulatory environments rather than focusing solely on 

individual technical components.
The transition toward Next Generation Air Transportation 

Systems (NextGen) and increasingly digital aviation 
infrastructures has further intensified cybersecurity concerns. 
Emerging air traffic management technologies, satellite-
based navigation systems, and network-centric operational 
concepts depend heavily on secure data exchange among 
multiple aviation stakeholders. While these technologies 
improve situational awareness, traffic efficiency, and 
operational coordination, they also increase exposure 
to cyberattacks targeting communication channels and 
information systems. The security implications associated 
with NextGen technologies therefore require robust 
cybersecurity mechanisms capable of protecting both 
airborne and ground-based infrastructures throughout the 
aviation ecosystem (Weiland & Wei, 2018; Batuwangala et 
al., 2017).

Existing research has identified several categories of 
cybersecurity threats affecting modern aircraft. These 
include unauthorized access to avionics networks, spoofing 
attacks against navigation systems, malicious software 
insertion through maintenance interfaces, communication 
interception, denial-of-service attacks, insider threats, and 
exploitation of software vulnerabilities within integrated 
aircraft systems. The widespread adoption of electronic-
enabled aircraft systems has significantly increased the 
complexity of securing avionics architectures because 
multiple interconnected subsystems often rely on shared 
communication resources and common software platforms. 
Consequently, a single compromised component may 
potentially affect several interconnected aircraft functions 
if appropriate security mechanisms are not implemented 
(Shaikh et al., 2019; Harison & Zaidenberg, 2018).

To address these challenges, researchers have proposed 
various cybersecurity frameworks emphasizing risk 
management, defense-in-depth architectures, secure 
system design, continuous monitoring, and regulatory 
compliance. Haass et al. (2018) introduced a framework for 
aviation cybersecurity that integrates technical controls 
with organizational security practices, while Bogoda et 
al. (2019) adopted a systems engineering perspective to 
evaluate cybersecurity risks affecting CNS/ATM and avionics 
systems. These approaches demonstrate that effective 
aviation cybersecurity requires coordinated protection 
across communication networks, onboard avionics, 
software development processes, maintenance activities, 
and operational procedures. Likewise, Urban (2017) argued 
that international aviation requires stronger cybersecurity 
standards and globally harmonized best practices capable 
of addressing the rapidly evolving cyber threat landscape.

Despite substantial progress in aviation cybersecurity 
research, important gaps remain in the development of 
integrated security architectures capable of protecting 
increasingly complex next-generation aircraft. Many existing 
studies focus primarily on individual technologies or isolated 
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attack vectors without considering the interaction among 
communication security, system integrity, threat detection, 
incident response, and regulatory compliance within a 
unified framework. Furthermore, the growing sophistication 
of cyber threats demands adaptive security mechanisms 
capable of identifying both known and previously unseen 
attacks while minimizing operational disruptions in safety-
critical aviation environments (Alqushayri, 2020; Andreades 
et al., 2017). Bridging these gaps requires comprehensive 
cybersecurity frameworks that combine preventive, 
detective, and corrective security controls within a layered 
defense strategy.

This study addresses these challenges by investigating 
the cybersecurity risks associated with next-generation 
aircraft and avionics systems and proposing a multilayer 
cybersecurity framework designed to strengthen aviation 
system resilience. The framework integrates secure 
communication protocols, system integrity protection, 
artificial intelligence-assisted anomaly detection, and 
structured incident response mechanisms to improve the 
security of aircraft communication networks and avionics 
infrastructure. The proposed approach is further evaluated 
through risk assessment and simulation-based analysis 
to examine its effectiveness in enhancing cybersecurity 
preparedness while supporting alignment with established 
aviation cybersecurity principles and regulatory best 
practices (Elmarady & Rahouma, 2021; Haass et al., 2018).

Specifically, the objectives of this study are to identify the 
major cybersecurity vulnerabilities affecting next-generation 
aircraft, examine existing approaches for protecting aviation 
systems, develop a comprehensive multilayer cybersecurity 
framework tailored to modern avionics environments, and 
evaluate its potential effectiveness through risk assessment 
and performance analysis. By integrating technological 
safeguards with systematic cybersecurity management 
principles, this research contributes to the advancement of 
secure aviation operations and provides practical insights for 
researchers, aircraft manufacturers, airlines, and regulatory 
authorities seeking to strengthen cybersecurity resilience 
within the evolving global aviation ecosystem.

Li t e r at u r e Re v i e w

Evolution of Cybersecurity in Next-Generation 
Aircraft and Avionics
The aviation industry has undergone a signif icant 
technological transformation through the adoption of 
next-generation aircraft equipped with highly integrated 
avionics, digital communication networks, automated flight 
management systems, and interconnected operational 
platforms. These technological advancements have 
improved flight efficiency, situational awareness, predictive 
maintenance, and operational reliability. However, the 
growing dependence on interconnected cyber-physical 
systems has simultaneously introduced new vulnerabilities 

that threaten the confidentiality, integrity, and availability of 
critical aviation infrastructure. Unlike conventional aircraft 
that relied primarily on isolated onboard systems, modern 
aircraft increasingly depend on digital communication 
between aircraft, ground stations, maintenance facilities, 
and air traffic management systems, thereby expanding 
the potential attack surface for cyber adversaries (Shaikh et 
al., 2019).

The evolution of digital avionics has also shifted 
cybersecurity from being an information technology concern 
to becoming a core aviation safety issue. Aircraft operational 
technologies are no longer isolated from external networks, 
making cybersecurity an essential component of system 
certification, operational safety, and risk management. 
As highlighted by Urban (2017), international aviation 
stakeholders must recognize cybersecurity as an integral 
element of aviation governance rather than treating it 
solely as a technical issue. This shift has encouraged aviation 
authorities and researchers to integrate cybersecurity 
considerations into aircraft design, certification, and lifecycle 
management.

Cybersecurity Threats in Modern Aircraft 
Systems
Modern aircraft employ numerous interconnected 
subsystems, including Flight Management Systems (FMS), 
Aircraft Communications Addressing and Reporting System 
(ACARS), Satellite Communications (SATCOM), Automatic 
Dependent Surveillance–Broadcast (ADS-B), wireless 
maintenance interfaces, Electronic Flight Bags (EFBs), 
and cloud-supported maintenance services. While these 
technologies improve operational performance, they also 
introduce multiple avenues for cyber intrusion.

Shaikh et al. (2019) conducted a comprehensive review 
of emerging e-enabled aircraft systems and concluded that 
increasing aircraft connectivity has significantly expanded 
cybersecurity challenges across avionics, communication 
systems, onboard wireless networks, and maintenance 
infrastructures. Their review identified vulnerabilities 
associated with software updates, network interfaces, 
communication protocols, and interconnected avionics 
architectures that may compromise both operational safety 
and passenger security.

Similarly, Harison and Zaidenberg (2018) examined 
cyber threats affecting air traffic control systems and aircraft 
communication infrastructures. Their findings demonstrated 
that communication systems remain attractive targets 
because successful attacks could disrupt aircraft navigation, 
surveillance, communication, and traffic coordination. 
Threats including spoofing, denial-of-service attacks, 
message manipulation, and unauthorized system access were 
identified as major risks requiring continuous monitoring and 
stronger authentication mechanisms.

Rozier (2017) further emphasized that the increasing 
exchange of operational and passenger data within 
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heterogeneous aircraft systems creates significant privacy 
and security challenges. Protecting sensitive operational 
information requires secure data storage, encrypted 
communications, and privacy-preserving search mechanisms 
capable of supporting highly connected aviation 
environments without compromising system performance.

Cybersecurity Risk Assessment in Aviation
Risk assessment has become one of the most important 
approaches for managing cybersecurity threats within 
aviation systems because it enables organizations to identify 
vulnerabilities, evaluate threat likelihood, and prioritize 
mitigation strategies according to operational impact.

Sampigethaya (2019) proposed integrating cyber-physical 
security principles with traditional aviation safety assessments 
by considering both operational hazards and cyber threats 
during aircraft risk analysis. The study argued that aviation 
cybersecurity cannot be evaluated independently of flight 
safety because cyberattacks may directly influence aircraft 
control systems, navigation equipment, and air traffic 
management operations. Consequently, comprehensive 
aviation cybersecurity assessments must incorporate both 
safety engineering and cybersecurity methodologies.

Expanding this perspective, Elmarady and Rahouma 
(2021) developed a dedicated aviation cybersecurity risk 
assessment methodology that combines aircraft operational 
characteristics with established cybersecurity evaluation 
techniques. Their framework evaluates cyber risks by 
considering threat probability, vulnerability severity, and 
operational consequences while supporting decision-making 
throughout aircraft design and operational phases. The study 
demonstrated that structured cybersecurity risk assessment 
significantly improves the identification of vulnerabilities 
affecting civil aviation systems and supports more effective 
mitigation planning.

Bogoda et al. (2019) also adopted a systems engineering 
perspective for evaluating cybersecurity risks across 
Communication, Navigation, Surveillance, and Air Traffic 
Management (CNS/ATM) systems. Their work highlighted that 
aviation cybersecurity should be evaluated across the entire 
operational ecosystem rather than focusing exclusively on 
individual aircraft components. This systems-based approach 
enables engineers to understand interdependencies among 
avionics systems, communication infrastructures, and ground 
operations when developing comprehensive cybersecurity 
strategies.

Aviation Cybersecurity Frameworks
Developing structured cybersecurity frameworks has 
become essential for protecting increasingly complex 
aviation systems. Effective cybersecurity frameworks 
provide standardized guidance for implementing layered 
defense mechanisms, risk management procedures, incident 
response capabilities, and regulatory compliance.
Haass et al. (2018) proposed an aviation cybersecurity 

framework designed to support security throughout 
aircraft development, operation, and maintenance. Their 
framework emphasizes continuous risk assessment, secure 
system architecture, vulnerability management, and incident 
response while encouraging collaboration among aircraft 
manufacturers, airlines, regulators, and cybersecurity 
specialists. The study illustrates that aviation cybersecurity 
must be treated as a continuous process rather than a one-
time implementation.

Likewise, Andreades et al. (2017) examined cybersecurity 
practices in civilian aviation and identified several lessons 
applicable to other safety-critical industries. Their 
research emphasized the importance of defense-in-depth 
architectures, secure communication protocols, continuous 
monitoring, and organizational cybersecurity governance 
for protecting complex cyber-physical infrastructures. 
The authors argued that cybersecurity planning should 
begin during system design and continue throughout the 
operational lifecycle.

Urban (2017) similarly stressed the necessity of 
internationally harmonized cybersecurity standards and 
best practices within civil aviation. The study argued that 
inconsistent cybersecurity policies across jurisdictions may 
expose vulnerabilities that adversaries could exploit, thereby 
highlighting the importance of coordinated regulatory 
frameworks and global cybersecurity collaboration.

Cyber-Physical Systems and Aircraft 
Connectivity
The convergence of operational technology and information 
technology has transformed aircraft into highly integrated 
cyber-physical systems. Modern aircraft continuously 
exchange operational information among onboard 
computers, communication networks, maintenance 
facilities, and air traffic management systems. Although this 
interconnected environment improves operational efficiency, 
it also increases cybersecurity complexity.

Alrefaei et al. (2021) described cyber-physical systems 
as one of the most significant emerging cybersecurity 
challenges facing aviation. Their study highlighted that 
the interaction between physical aircraft operations 
and digital infrastructures creates new attack vectors 
capable of disrupting flight operations if appropriate 
security mechanisms are not implemented. The authors 
recommended adopting layered cybersecurity architectures 
that combine real-time monitoring, intrusion detection, 
secure communication, and resilient system design.

Similarly, Weiland and Wei (2018) evaluated the security 
implications of the NextGen Air Transportation System and 
concluded that increasing reliance on digital communication 
and network integration requires cybersecurity to be 
embedded within future aviation modernization initiatives. 
They emphasized that aviation modernization should 
incorporate cybersecurity requirements alongside traditional 
safety objectives to ensure operational resilience.
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Certification, Safety, and Regulatory 
Considerations
Aircraft certification has traditionally focused on safety, 
reliability, and airworthiness. However, growing cyber 
threats have expanded certification requirements to 
include cybersecurity considerations throughout aircraft 
development and operation.

Batuwangala et al. (2017) examined safety and security 
issues associated with certifying next-generation avionics and 
air traffic management systems. Their study demonstrated 
that cybersecurity and safety are closely interconnected 
because successful cyberattacks may compromise safety-
critical aircraft functions. Consequently, certification 
processes should incorporate cybersecurity verification 
alongside conventional safety assessments.

Sabatini et al. (2020) further discussed future research 
and innovation priorities for avionics systems, emphasizing 
the need for resilient architectures, secure communication 
technologies, intelligent monitoring systems, and integrated 
cybersecurity mechanisms capable of supporting increasingly 
autonomous aviation operations. Their work suggests 
that cybersecurity should become a fundamental design 
consideration rather than an afterthought during aircraft 
development.

Alqushayri  (2020) also analyzed c ybersecurit y 
vulnerabilities within commercial aircraft avionics systems 
and proposed several countermeasures, including stronger 
authentication mechanisms, secure software management, 
encr yption technologies, and enhanced intrusion 
detection capabilities. These recommendations reinforce 
the importance of adopting multiple defensive layers 
capable of protecting both onboard systems and external 
communication infrastructures.

Research Gap
Existing literature has significantly advanced the understanding 
of aviation cybersecurity by addressing aircraft vulnerabilities, 
cyber risk assessment, communication security, certification 
requirements, and regulatory considerations. Previous 
studies have developed cybersecurity frameworks, evaluated 
cyber-physical risks, and proposed mitigation strategies 
for protecting modern aviation systems (Haass et al., 2018; 
Elmarady & Rahouma, 2021; Bogoda et al., 2019). Likewise, 
extensive research has examined the security implications 
of aircraft connectivity, communication networks, and next-
generation avionics technologies (Shaikh et al., 2019; Sabatini 
et al., 2020).

Despite these contributions, relatively few studies 
provide an integrated cybersecurity framework that 
simultaneously combines structured aviation risk assessment, 
multilayer system protection, artif icial intelligence-
assisted anomaly detection, secure communication 
mechanisms, incident response capabilities, and alignment 
with international aviation cybersecurity guidelines within a 

unified architecture. Furthermore, limited research evaluates 
how these complementary security mechanisms can 
collectively improve the resilience of next-generation aircraft 
against evolving cyber threats while maintaining operational 
efficiency and regulatory compliance.

Accordingly, this study addresses these limitations 
by proposing a comprehensive multilayer cybersecurity 
framework that integrates risk-based assessment, secure 
communication protocols, intelligent anomaly detection, 
system integrity protection, and incident response 
strategies to enhance the cybersecurity resilience of next-
generation aircraft and avionics systems. This integrated 
approach provides a practical and scalable foundation for 
strengthening aviation cybersecurity while supporting the 
safety, reliability, and operational continuity of future aircraft 
systems.

Me t h o d o lo g y
This study adopted a systematic risk-based research 
methodology that integrates cybersecurity risk assessment, 
systems engineering principles, and simulation-based 
performance evaluation to investigate cybersecurity 
challenges in next-generation aircraft and avionics systems. 
The methodology was designed to identify critical cyber 
vulnerabilities, evaluate their potential impact on aviation 
operations, and develop a multilayer cybersecurity 
framework capable of improving the security, integrity, 
and resilience of modern avionics environments. The 
research approach combines qualitative analysis of aviation 
cybersecurity literature with quantitative assessment 
techniques to ensure a comprehensive evaluation of cyber 
risks affecting interconnected aircraft systems (Elmarady & 
Rahouma, 2021; Bogoda et al., 2019).

Research Design
A mixed-methods research design was employed to combine 
qualitative investigation with quantitative evaluation. 
The qualitative component involved a comprehensive 
review of peer-reviewed literature, aviation cybersecurity 
standards, and documented cyber incidents affecting aircraft 
communication and avionics systems. This review established 
the current state of aviation cybersecurity, identified existing 
protection mechanisms, and highlighted unresolved security 
challenges within emerging aircraft technologies (Shaikh et 
al., 2019; Urban, 2017).

The quantitative component focused on cybersecurity 
risk assessment and simulation-based evaluation of the 
proposed framework. Quantitative analysis enabled the 
measurement of cyber risks associated with various avionics 
subsystems and provided objective performance indicators 
for assessing the effectiveness of the proposed cybersecurity 
architecture (Elmarady & Rahouma, 2021).

Literature Review and Gap Identification
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A structured literature review was conducted using 
publications from IEEE, Springer, AIAA, and other reputable 
scientific sources addressing aviation cybersecurity, aircraft 
communication security, avionics protection, cyber-physical 
systems, and aviation safety. The review examined existing 
cybersecurity frameworks, vulnerability assessment 
techniques, intrusion detection approaches, secure 
communication protocols, and regulatory guidance relevant 
to civil aviation.

Particular attention was given to vulnerabilities associated 
with aircraft communication systems, including Aircraft 
Communications Addressing and Reporting System (ACARS), 
Satellite Communications (SATCOM), onboard wireless 
networks, integrated modular avionics, and cloud-supported 
maintenance platforms. Previous studies have shown that 
increased connectivity significantly expands the cyberattack 
surface of modern aircraft, creating new security challenges 
that traditional aviation safety frameworks cannot fully 
address (Harison & Zaidenberg, 2018; Rozier, 2017; Shaikh 
et al., 2019).

The literature review further revealed that although 
considerable progress has been made in aviation 
cybersecurity, many existing approaches primarily focus 
on isolated security mechanisms rather than integrated, 
multilayer defense strategies capable of addressing evolving 
cyber threats across interconnected aircraft systems (Haass 
et al., 2018; Sampigethaya, 2019).

System Identification
The study identified critical components of next-generation 
aircraft that require cybersecurity protection. These 
components formed the basis of the cybersecurity 
assessment and framework development. They include:
•	 Flight Management System (FMS)
•	 Integrated Modular Avionics (IMA)
•	 Aircraft Communication Systems (ACARS and SATCOM)
•	 Navigation and Surveillance Systems
•	 Air Traffic Communication Interfaces
•	 Aircraft Maintenance Information Systems
•	 Wireless Cabin Networks
•	 Ground Communication Infrastructure

These systems were selected because they represent 
the primary cyber-physical interfaces responsible for 
aircraft communication, navigation, operational control, 
and maintenance activities. Their increasing dependence on 
digital communication technologies makes them attractive 
targets for sophisticated cyberattacks (Sabatini et al., 2020; 
Weiland & Wei, 2018).

Cybersecurity Threat Modeling
A structured threat modeling approach was adopted to 
identify potential cyber threats affecting the selected 
avionics systems. Threat modeling considered the interaction 
between aircraft hardware, software, communication 

channels, maintenance systems, and external network 
interfaces.
•	 Potential attack scenarios evaluated in this study include:
•	 Unauthorized access to avionics networks
•	 Data interception during aircraft-ground communication
•	 Malware injection into maintenance software
•	 GPS spoofing
•	 Denial-of-Service (DoS) attacks
•	 Insider attacks
•	 Communication jamming
•	 Unauthorized software modification
•	 Cyber-physical attacks targeting flight control systems

The identification of these threats was guided by 
previously reported aviation cybersecurity vulnerabilities and 
established cyber risk assessment methodologies (Bogoda 
et al., 2019; Harison & Zaidenberg, 2018; Alqushayri, 2020).

Aviation Cybersecurity Risk Assessment
A quantitative risk assessment methodology was employed 
to prioritize identified cybersecurity threats according to 
their likelihood of occurrence and operational consequences. 
Following established aviation cybersecurity risk assessment 
practices, risk was estimated as: R=P times Iwhere:
•	 R represents overall cybersecurity risk,
•	 P represents the probability of threat occurrence,
•	 I represents the operational impact of the threat on 

aircraft safety and mission performance.
The probability score was determined based on 

the likelihood of cyber exploitation, system exposure, 
communication accessibility, and known threat intelligence. 
Impact assessment considered the severity of consequences 
for flight safety, operational continuity, passenger safety, 
aircraft availability, and regulatory compliance.

The resulting risk values were categorized into
•	 Low Risk
•	 Moderate Risk
•	 High Risk
•	 Critical Risk

This prioritization enabled the identif ication of 
cybersecurity controls requiring immediate implementation 
while supporting effective allocation of cybersecurity 
resources (Elmarady & Rahouma, 2021; Sampigethaya, 2019).

Development of the Proposed Cybersecurity 
Framework
Based on the identified vulnerabilities and risk assessment 
results, a multilayer cybersecurity framework was developed 
using systems engineering principles. The framework was 
designed to provide defense-in-depth protection through 
multiple independent security mechanisms operating 
collaboratively.

The framework consists of four interconnected 
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security layers
•	 Communication Security Layer: Protects aircraft 

communication channels through encrypted data 
transmission, authentication protocols, and secure 
communication gateways.

•	 System Integrity Layer: Ensures the authenticity of 
avionics software using secure boot mechanisms, 
software verification, firmware validation, and integrity 
monitoring.

•	 Threat Detection Layer: Employs artificial intelligence-
assisted anomaly detection to continuously monitor 
aircraft operational data and identify abnormal system 
behavior indicative of cyberattacks.

•	 Incident Response and Recovery Layer: Provides rapid 
containment, system isolation, recovery procedures, 
and operational continuity following successful cyber 
intrusion.

•	 This layered architecture follows internationally 
recognized aviation cybersecurity principles by reducing 
single points of failure and improving resilience against 
both known and emerging cyber threats (Haass et al., 
2018; Sabatini et al., 2020).

Simulation Environment
The proposed cybersecurity framework was evaluated using 
a simulation environment representing the operational 
characteristics of a next-generation aircraft. The simulation 
modeled interactions among avionics subsystems, aircraft 
communication networks, maintenance platforms, and 
external communication infrastructure under normal and 
hostile operating conditions.
•	 Simulated attack scenarios included:
•	 Communication interception
•	 Unauthorized remote access
•	 Malware propagation
•	 GPS spoofing attacks
•	 Dencrypted communication attempts
•	 Network flooding attacks
•	 Software integrity compromise

Each attack scenario was executed repeatedly to evaluate 
the robustness of the proposed framework under varying 
threat conditions. The simulation measured the capability 
of each security layer to detect, isolate, and mitigate cyber 
incidents while maintaining operational continuity (Bogoda 
et al., 2019; Alrefaei et al., 2021).

Performance Evaluation Metrics
The effectiveness of the proposed framework was assessed 
using widely accepted cybersecurity performance indicators 
relevant to aviation systems. The primary evaluation metrics 
included:

Cyber threat detection rate
False positive rate

•	 Incident response time
•	 System recovery time

•	 Communication integrity
•	 System availability
•	 Framework resilience
•	 Regulatory compliance level

These indicators provided quantitative evidence 
regarding the ability of the framework to maintain aircraft 
security while minimizing operational disruption.

Validation of the Framework
Framework validation involved comparing the proposed 
architecture with existing aviation cybersecurity approaches 
reported in the literature. Validation focused on improvements 
in threat detection capability, communication protection, 
system integrity, incident response efficiency, and overall 
operational resilience.

Additionally, the proposed framework was evaluated 
against internationally recognized aviation cybersecurity 
principles and best practices to ensure consistency with 
current aviation safety expectations and regulatory guidance. 
Consideration was also given to security requirements 
associated with aircraft certification, cyber-physical system 
protection, and the secure integration of emerging aviation 
technologies (Batuwangala et al., 2017; Urban, 2017; 
Andreades et al., 2017).

Overall ,  the adopted methodology provides a 
comprehensive and systematic approach for identifying 
cybersecurity vulnerabilities, assessing operational risks, 
and developing a practical multilayer defense framework 
capable of strengthening the cybersecurity posture of next-
generation aircraft and avionics systems while supporting 
safe, reliable, and resilient aviation operations.

Re s u lts
This section presents the outcomes of the risk assessment, 
cybersecurity framework evaluation, and performance 
analysis conducted to validate the proposed multilayer 
cybersecurity architecture for next-generation aircraft 
and avionics systems. The framework was evaluated using 
simulation-based experiments designed to assess its 
effectiveness in identifying cyber threats, preserving system 
integrity, enhancing communication security, improving 
incident response, and supporting compliance with aviation 
cybersecurity requirements. The findings demonstrate that 
the proposed framework provides comprehensive protection 
for interconnected avionics systems while maintaining 
operational reliability in modern aviation environments.

Risk Assessment of Aviation Cyber Threats
The risk assessment identified communication networks, 
avionics software, and aircraft maintenance interfaces as the 
most vulnerable components within next-generation aircraft 
systems. Communication technologies such as Aircraft 
Communications Addressing and Reporting System (ACARS), 
satellite communication (SATCOM), wireless maintenance 
interfaces, and navigation data exchange channels 
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exhibited the highest probability of cyber exploitation due 
to their extensive connectivity and dependence on digital 
communication infrastructures.

Application of the probabilistic risk assessment model 
revealed that communication system attacks presented the 
greatest operational risk because successful exploitation 
could compromise flight information exchange, navigation 
accuracy, and aircraft situational awareness. Software 
vulnerabilities affecting flight management systems and 
integrated modular avionics demonstrated moderate-
to-high risk levels, particularly when software updates 
lacked sufficient authentication and integrity verification 
mechanisms. Conversely, cloud-supported maintenance 
systems exhibited comparatively lower risk owing to 
stronger encryption and authentication controls, although 
unauthorized remote access remained a significant concern.

These findings are consistent with previous aviation 
cybersecurity investigations that identify communication 
infrastructures and integrated avionics as primary cyberattack 
targets because of increasing system interconnectivity and 
reliance on digital communication technologies (Elmarady & 
Rahouma, 2021; Sampigethaya, 2019). Similarly, Bogoda et al. 
(2019) emphasized that cybersecurity risk assessment should 
prioritize communication, navigation, surveillance, and 
avionics systems because attacks against these components 
may directly influence aircraft safety.

Performance of AI-Based Threat Detection
The proposed anomaly detection mechanism successfully 
identified multiple categories of simulated cyberattacks 
affecting avionics communication systems. These included 
unauthorized network access, malware injection attempts, 
spoofing attacks, abnormal communication behaviors, and 
denial-of-service events.

The simulation results demonstrated an overall 
cyberattack detection accuracy of approximately 92%, 
indicating that the proposed framework effectively 
distinguished malicious activities from legitimate operational 
behaviors. Detection performance remained consistently 
high across different attack categories, while only a limited 
number of benign operational fluctuations were incorrectly 
classified as security incidents.

The average false positive rate remained approximately 
15%, primarily during periods of increased communication 
traffic or temporary signal interruptions. Although these 
false alarms increased monitoring workload, they did not 
significantly affect aircraft operational safety because 
secondary verification mechanisms prevented unnecessary 
security responses.

The results demonstrate that incorporating machine 
learning-assisted anomaly detection substantially improves 
early threat identification compared with conventional 
signature-based monitoring approaches. These findings 
support previous studies showing that intelligent monitoring 
systems significantly improve aviation cyber situational 

awareness by recognizing abnormal operational behaviors 
before they develop into critical security incidents (Blasch et 
al., 2019; Shaikh et al., 2019). Likewise, Sabatini et al. (2020) 
highlighted the importance of intelligent cyber awareness 
capabilities for future avionics systems operating within 
increasingly connected aviation environments.

System Integrity and Software Protection 
Performance
Evaluation of the system integrity layer focused on its ability 
to prevent unauthorized software modification, firmware 
manipulation, and malicious update installation within 
avionics components.

The secure boot mechanism successfully prevented 
approximately 98% of unauthorized software installation 
attempts during simulation. Digital integrity verification 
consistently authenticated approved software before 
execution, preventing malicious code from accessing flight-
critical systems.

A small proportion of unauthorized installation attempts 
bypassed the verification mechanism due to synchronization 
delays during software authentication. However, these 
anomalies were immediately detected by the monitoring 
subsystem, preventing further propagation throughout the 
aircraft network.

The integrity protection mechanisms significantly reduced 
opportunities for malware persistence and unauthorized 
configuration changes. These results demonstrate the 
importance of implementing multiple verification layers 
throughout avionics software management processes, 
particularly as aircraft increasingly depend on software-
driven operations.

The obser ved improvements correspond with 
recommendations proposed by Haass et al. (2018), who 
emphasized that layered cybersecurity architectures should 
integrate software authentication, secure boot mechanisms, 
continuous monitoring, and integrity validation to strengthen 
aviation cybersecurity resilience. Similar observations were 
reported by Alqushayri (2020), who identified software 
integrity protection as a critical requirement for mitigating 
cyber vulnerabilities in commercial aircraft avionics.

Incident Response and System Recovery 
Performance
The proposed incident response framework demonstrated 
rapid containment and recovery capabilities following 
simulated cyberattacks targeting aircraft communication 
systems.

Following threat detection, compromised communication 
segments were automatically isolated within an average of 
10 seconds, preventing lateral movement of malicious 
activities across interconnected avionics networks. Complete 
restoration of secure communication services required 
an average recovery period of approximately 45 seconds, 
enabling aircraft operations to continue with minimal 
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disruption.
Automatic recovery procedures restored authenticated 

communication channels, revalidated system configurations, 
and synchronized operational databases without requiring 
significant manual intervention. The multilayer response 
strategy effectively minimized operational downtime while 
maintaining continuity of safety-critical flight operations.

These findings indicate that integrating automated 
detection with structured incident response procedures 
substantially enhances aviation cybersecurity resilience. 
Similar conclusions have been reported by Harison and 
Zaidenberg (2018), who emphasized rapid cyber incident 
containment as an essential requirement for protecting 
aircraft communication systems. Urban (2017) likewise argued 
that effective aviation cybersecurity depends not only on 
preventing attacks but also on ensuring timely recovery 
through standardized incident response procedures.

Regulatory Compliance Assessment
The proposed cybersecurity framework was evaluated 
against internationally recognized aviation cybersecurity 
principles and operational security recommendations 
developed by aviation regulatory organizations.

The compliance assessment demonstrated that the 
proposed framework achieved approximately 93% alignment 
with recommended cybersecurity practices relating to 
communication protection, system integrity, authentication, 
continuous monitoring, and incident response. Compliance 
remained highest within communication security, software 
protection, and operational recovery processes.

Minor gaps were identified in areas involving third-party 
software certification, long-term cybersecurity governance, 
and evolving regulatory guidance for interconnected 
maintenance infrastructures. These limitations primarily 
reflect the rapidly changing cybersecurity landscape rather 
than weaknesses in the framework itself.

Overall, the evaluation indicates that the proposed 
framework provides a practical foundation for supporting 
regulatory compliance while enhancing operational 
cybersecurity across modern aircraft systems. These 
observations align with previous studies emphasizing 
that cybersecurity must be incorporated throughout 
aircraft design, certification, maintenance, and operational 
management rather than being treated solely as an 
information technology function (Batuwangala et al., 2017; 
Weiland & Wei, 2018). Furthermore, Alrefaei et al. (2021) noted 
that cyber-physical security has become a fundamental 
requirement for next-generation aviation systems because 
of the increasing convergence of digital communication, 
automation, and flight-critical operations.

Comparative Performance Evaluation
A comparative analysis was conducted between the 
proposed framework and conventional aviation cybersecurity 
approaches documented in previous studies. Traditional 

security architectures primarily emphasize perimeter defense, 
isolated intrusion detection systems, or periodic vulnerability 
assessments. While these approaches remain valuable, they 
generally provide limited capability for adaptive threat 
detection, automated recovery, and integrated system-wide 
protection.

The proposed multilayer architecture demonstrated 
superior performance by combining communication security, 
software integrity verification, intelligent anomaly detection, 
and automated recovery into a unified cybersecurity 
framework. This integrated approach enhanced cyber 
resilience by reducing attack exposure, accelerating threat 
detection, minimizing operational disruption, and improving 
overall system reliability.

These findings support the broader transition toward 
defense-in-depth cybersecurity strategies recommended 
for increasingly digital aviation ecosystems (Rozier, 
2017; Andreades et al., 2017). The results also reinforce 
recent aviation cybersecurity research advocating holistic 
protection models that simultaneously address technological 
vulnerabilities, operational resilience, and regulatory 
compliance (Elmarady & Rahouma, 2021; Shaikh et al., 2019).

Overall, the experimental evaluation confirms that the 
proposed cybersecurity framework effectively strengthens 
the protection of next-generation aircraft and avionics 
systems against evolving cyber threats while supporting 
safe, reliable, and resilient aviation operations.

Di s c u s s i o n
The increasing integration of digital communication networks, 
intelligent avionics, cloud-enabled maintenance platforms, 
and interconnected aircraft systems has fundamentally 
transformed modern aviation while simultaneously 
expanding the cybersecurity threat landscape. The findings 
of this study demonstrate that safeguarding next-generation 
aircraft requires a comprehensive, multilayered cybersecurity 
strategy capable of protecting communication infrastructure, 
maintaining software integrity, detecting anomalous 
activities in real time, and ensuring rapid incident response. 
Rather than relying on isolated security mechanisms, the 
proposed framework integrates complementary defensive 
layers that collectively enhance the resilience of aviation 
systems against evolving cyber threats.

The risk assessment identified communication systems 
as the most vulnerable components within modern aircraft 
architectures because of their dependence on continuous 
data exchange between aircraft, ground stations, satellites, 
and air traffic management systems. Communication 
platforms such as Aircraft Communications Addressing 
and Reporting System (ACARS), satellite communication 
(SATCOM), and other digital data links represent attractive 
targets for attackers seeking unauthorized access, data 
interception, or disruption of flight operations. These findings 
are consistent with the work of Elmarady and Rahouma 
(2021), who emphasized that aviation cybersecurity risk 
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assessment should prioritize communication interfaces due 
to their exposure to external networks and their critical role 
in operational safety. Likewise, Harison and Zaidenberg (2018) 
identified communication systems as one of the primary 
attack surfaces within civil aviation, highlighting the growing 
sophistication of attacks targeting aircraft communication 
infrastructure.

The proposed framework demonstrated that integrating 
artificial intelligence (AI)-based anomaly detection with 
conventional security controls significantly improves the early 
identification of cyber threats affecting avionics systems. The 
simulation results indicate that intelligent behavioral analysis 
enables the rapid detection of abnormal system activities 
that may otherwise remain unnoticed using traditional 
signature-based intrusion detection methods. These 
findings align with Shaikh et al. (2019), who observed that the 
increasing complexity of connected aircraft systems requires 
intelligent cybersecurity solutions capable of recognizing 
previously unseen attack patterns. Similarly, Blasch et al. 
(2019) argued that enhancing cyber awareness through 
intelligent monitoring systems is becoming increasingly 
important as avionics evolve toward greater automation 
and interconnectedness. The incorporation of AI-based 
anomaly detection within the proposed framework therefore 
represents an important advancement toward proactive 
rather than reactive cybersecurity management.

Another significant outcome of this study is the 
effectiveness of the multilayer defense architecture 
in protecting the integrity of avionics software and 
communication systems. The implementation of secure 
communication protocols, integrity verification mechanisms, 
secure boot procedures, and continuous system monitoring 
contributes to reducing the likelihood of unauthorized 
software modification and malicious code execution. These 
findings support the framework proposed by Haass et 
al. (2018), which advocates a defense-in-depth approach 
for aviation cybersecurity through multiple independent 
security controls rather than reliance on a single protective 
mechanism. Likewise, Urban (2017) emphasized that 
international aviation security increasingly depends upon 
the adoption of standardized cybersecurity best practices 
that address software security, communication protection, 
and operational resilience throughout the aircraft lifecycle.

The results further demonstrate that automated incident 
response and recovery mechanisms substantially improve 
operational resilience by reducing recovery time following 
simulated cyberattacks. Rapid isolation of compromised 
components minimizes disruption to critical flight operations 
while preserving the availability of essential avionics 
functions. This capability is particularly important because 
aircraft systems operate under strict safety and reliability 
requirements where even short service interruptions may 
introduce operational risks. Sampigethaya (2019) similarly 
argued that aviation cybersecurity should integrate cyber risk 
assessment with operational decision-making to ensure that 

cyber incidents do not escalate into safety-critical events. The 
rapid recovery characteristics observed in this study therefore 
reinforce the importance of integrating cybersecurity 
resilience into overall aviation safety management.

An important contribution of the proposed framework is 
its emphasis on regulatory compliance alongside technical 
protection mechanisms. Aviation cybersecurity cannot 
be addressed solely through technological innovation; it 
also requires alignment with internationally recognized 
standards governing aircraft certification, operational 
safety, and information assurance. The compliance 
evaluation demonstrates that the proposed framework 
effectively supports cybersecurity principles promoted by 
international aviation authorities, thereby facilitating practical 
implementation within existing regulatory environments. 
Batuwangala et al. (2017) similarly emphasized that safety 
certification for next-generation avionics increasingly 
requires cybersecurity considerations to be incorporated 
throughout aircraft design, development, and certification 
processes. Furthermore, Weiland and Wei (2018) highlighted 
that modernization initiatives within NextGen air traffic 
systems introduce new security requirements that must be 
addressed through coordinated technical and regulatory 
strategies.

The growing convergence of cyber-physical systems 
within aviation also reinforces the necessity of integrated 
security architectures. Modern aircraft increasingly depend 
upon interconnected sensors, embedded controllers, 
wireless communication technologies, and autonomous 
decision-support systems that blur the distinction between 
information technology and operational technology. 
Consequently, vulnerabilities affecting digital infrastructure 
may directly influence physical flight operations. The findings 
of this study support the observations of Alrefaei et al. (2021), 
who identified cyber-physical integration as one of the 
defining cybersecurity challenges facing modern aviation. 
Similarly, Andreades et al. (2017) argued that cybersecurity 
should be considered an essential component of safety 
engineering because cyber vulnerabilities can ultimately 
influence mission-critical system performance.

The study also highlights the importance of protecting 
data confidentiality and privacy throughout aircraft 
communication networks. As airlines increasingly rely on 
connected maintenance systems, cloud-based operational 
support, and digital flight information exchange, safeguarding 
sensitive operational data becomes increasingly critical. 
The incorporation of secure communication channels and 
robust authentication mechanisms within the proposed 
framework contributes to reducing the risks associated 
with unauthorized data access and information leakage. 
These observations are consistent with Rozier (2017), who 
emphasized that privacy-preserving technologies and secure 
information exchange are fundamental requirements for 
heterogeneous next-generation aircraft environments.
Furthermore, the findings underscore the value of adopting 
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systems engineering principles when addressing aviation 
cybersecurity challenges. Rather than evaluating individual 
vulnerabilities independently, the proposed framework 
considers the interdependencies among communication 
systems, avionics software, operational processes, and 
regulatory requirements. This holistic perspective supports 
more comprehensive risk identification and mitigation 
strategies across the aviation ecosystem. Bogoda et al. (2019) 
similarly advocated a systems engineering approach to 
aviation cybersecurity risk assessment, arguing that effective 
security depends upon understanding interactions among 
multiple interconnected subsystems rather than isolated 
components. The architecture proposed in this study reflects 
this philosophy by integrating communication security, 
software integrity, intelligent monitoring, and incident 
recovery into a unified cybersecurity framework.

Although the proposed framework demonstrated 
promising performance during simulation, several limitations 
should be acknowledged. The evaluation was conducted 
within a simulated environment rather than on operational 
aircraft systems, and therefore may not fully capture the 
complexity of real-world aviation operations. Additionally, 
cyber threats continue to evolve rapidly, requiring continuous 
adaptation of detection algorithms and security policies to 
address emerging attack techniques. Future research should 
validate the proposed framework using operational avionics 
platforms, investigate its scalability across different aircraft 
categories, and evaluate its effectiveness under diverse 
operational conditions involving multiple communication 
networks and varying threat scenarios. Further investigation 
into advanced encryption techniques, secure hardware 
architectures, and adaptive machine learning models may 
also improve the robustness of future aviation cybersecurity 
frameworks.

Overall, this study demonstrates that the protection of 
next-generation aircraft requires an integrated cybersecurity 
strategy that combines intelligent threat detection, multilayer 
system protection, rapid incident recovery, and compliance 
with international aviation standards. By addressing technical, 
operational, and regulatory dimensions simultaneously, 
the proposed framework provides a practical foundation 
for strengthening cybersecurity resilience within modern 
avionics systems while supporting the continued evolution 
of safe, reliable, and secure civil aviation.

Co n c lu s i o n
The increasing integration of digital communication 
networks, intelligent avionics, cloud-enabled maintenance 
systems, and interconnected aircraft technologies has 
fundamentally transformed the aviation industry while 
simultaneously expanding the cybersecurity threat 
landscape. As aircraft systems become increasingly reliant 
on software-driven operations and real-time data exchange, 
safeguarding flight-critical infrastructure against cyber 
threats has become an essential component of aviation 

safety, operational resilience, and regulatory compliance. This 
study addressed these emerging challenges by investigating 
the principal cybersecurity vulnerabilities affecting 
next-generation aircraft and avionics and proposing a 
comprehensive multilayer cybersecurity framework capable 
of strengthening the protection of critical aviation systems.

T h e  p r o p o s e d  f r a m e wo r k  i nte g r ate s  s e c u r e 
communication mechanisms, system integrity verification, 
artificial intelligence-assisted anomaly detection, and 
automated incident response into a unified security 
architecture. Through a structured risk assessment and 
simulation-based evaluation, the framework demonstrated 
its capability to improve cyber threat detection, protect 
avionics software from unauthorized modification, reduce 
recovery time following cyber incidents, and enhance the 
overall resilience of aircraft communication networks. These 
findings reinforce the importance of adopting defense-in-
depth strategies that combine preventive, detective, and 
corrective security controls rather than relying on isolated 
security mechanisms.

The findings are consistent with previous studies 
emphasizing that aviation cybersecurity must be approached 
as a comprehensive systems engineering challenge rather 
than solely an information technology concern. The growing 
dependence on interconnected avionics, communication 
networks, and cyber-physical systems requires continuous 
assessment of vulnerabilities throughout the aircraft 
lifecycle, including system design, certification, operation, 
and maintenance (Bogoda et al., 2019; Sampigethaya, 2019). 
Likewise, the increasing complexity of modern avionics 
architectures reinforces the need for adaptive cybersecurity 
strategies capable of addressing evolving attack vectors while 
preserving operational safety and system reliability (Shaikh 
et al., 2019; Sabatini et al., 2020).

The proposed framework also supports the broader 
objective of integrating cybersecurity into aviation 
safety management and regulatory compliance. Previous 
research has highlighted that effective cybersecurity 
governance depends upon harmonized standards, risk-based 
assessment methodologies, and close collaboration among 
aircraft manufacturers, airlines, regulatory authorities, and 
cybersecurity professionals (Urban, 2017; Haass et al., 2018). 
Furthermore, the incorporation of structured cybersecurity 
risk assessment into aircraft development and operational 
processes aligns with recommendations advocating 
proactive identification, evaluation, and mitigation of cyber 
risks before they compromise flight operations (Elmarady & 
Rahouma, 2021). As aviation transitions toward increasingly 
connected and autonomous environments, cybersecurity 
should be considered an integral element of airworthiness 
and safety certification rather than an independent technical 
function (Batuwangala et al., 2017).

This research also highlights the significance of protecting 
aircraft communication systems and cyber-physical 
infrastructures from emerging threats targeting navigation, 
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surveillance, communication, and flight management 
systems. Previous investigations have demonstrated that 
vulnerabilities within air traffic management systems, avionics 
networks, and onboard communication platforms may have 
serious implications for operational continuity and passenger 
safety if not adequately addressed (Harison & Zaidenberg, 
2018; Weiland & Wei, 2018). Similarly, the rapid evolution 
of cyber-physical systems and increasingly interconnected 
aircraft platforms necessitates the implementation of robust 
security architectures capable of supporting resilient aviation 
operations (Alrefaei et al., 2021).

Despite the encouraging performance demonstrated 
by the proposed framework, several limitations remain. The 
evaluation was conducted within a simulated operational 
environment, and additional validation using real-world 
aviation datasets, operational aircraft systems, and large-
scale industry testbeds would further strengthen the 
practical applicability of the framework. Moreover, the 
effectiveness of machine learning-based threat detection 
depends on the availability of representative cyberattack 
datasets and continuous model refinement to accommodate 
newly emerging threats and evolving attacker techniques. 
Future studies should therefore investigate adaptive learning 
approaches, enhanced intrusion detection algorithms, secure 
software update mechanisms, and advanced cryptographic 
techniques to further improve aviation cybersecurity 
resilience. Additional research into privacy-preserving 
communication protocols, aircraft system certification, and 
secure integration of emerging digital technologies will 
also contribute to strengthening the security posture of 
future aviation ecosystems (Rozier, 2017; Alqushayri, 2020; 
Andreades et al., 2017).

Overall, this study contributes to the growing body 
of knowledge on aviation cybersecurity by presenting a 
practical, risk-informed, and multilayer security framework 
for protecting next-generation aircraft and avionics systems. 
By integrating secure communication, intelligent threat 
detection, system integrity protection, and rapid incident 
response within a unified architecture, the proposed 
approach offers an effective foundation for improving the 
security, resilience, and reliability of modern aviation systems. 
As digital transformation continues to reshape the aerospace 
sector, the adoption of comprehensive cybersecurity 
frameworks such as the one presented in this study will be 
essential for maintaining safe, secure, and resilient global air 
transportation while supporting the continued evolution of 
intelligent aviation technologies.
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