SAMRIDDHI Volume 17, Issue 1, 2025

Print ISSN: 2229-7111

Online ISSN: 2454-5767

Securing the Al Supply Chain: Using Blockchain For
Verifiable AI Model Provenance on Government Clouds

Adetayo Adeyinka

Trine University, United States of America

ABSTRACT

The growing adoption of artificial intelligence (Al) in government cloud systems has already intensified worries around the
integrity, authenticity, and security of Al supply chains. Poisoning of data, model manipulation, and the placement of fake
models are malicious interventions that endanger not only the quality of the results produced by Al but also the credibility
of the decision-making process at the governmental level. The article discusses blockchain as a demonstrable system of Al
model provenance, including its ability to offer unalterable records, decentralized trust, and traceability throughout the
Al development lifecycle. Through provenance implemented via blockchain in government cloud platforms, interested
parties can gain visibility of how models are sourced, spot malicious changes, and satisfy compliance mandates without
undermining the scalability or performance. In addition to outlining the strengths and weaknesses of blockchain in
ensuring the supply chain of Al, the discussion also covers a conceptual implementation framework that can be applied
to governmental regulatory requirements. The results suggest that blockchain-based provenance could be an initial
protection layer to robust and credible Al implementation in sensitive settings associated with the public sector.
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INTRODUCTION

Artificial intelligence (Al) has established itself as a key
building block of digital governance that supports essential
government functions like national security, public
administration, health, and infrastructure management on
government cloud platforms. Along with the increasing
pace of Al adoption, the complexity of its supply chain,
encompassing datasets, algorithms, pre-trained models,
third-party tools and pipelines to deploy Al, is also increasing.
This growing ecosystem creates new weak points that
attackers can use to interfere with models, poison data, or
introduce unverified parts. The outcome is an increased
vulnerability to impaired decision making, operational
interference and loss of trust in government systems by the
people.

The Al supply chain is more difficult to secure than the
conventional cybersecurity controls. In contrast to software
supply chains, where interest is given only to the integrity of the
source code, the Al supply chain comprises several dynamic layers,
including data collection and preprocessing, up-to-date models,
and retraining. It is thus an urgent issue that all models deployed
in a government cloud be verified as authentic, untouched and
ethically acquired. What has become one of the most important
wishes in this regard is provenance: the possibility to trace the
provenience and development of Al artifacts.

Blockchain technology offers an attractive way to
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create provable provenance in Al supply chains. Its
distributed registry, immutability and consensus-based
trust facilities allow governments to transparently monitor
model lifecycle events with minimum dependence on
centralized authority. Blockchain can, when deployed in
cloud infrastructures, support secure model registration,
traceability of modifications, and verifiable audit trails that
are both operationally and regulationally compliant.

LiTERATURE REVIEW

Threat Landscape in the Al Supply Chain

Research consistently shows that Al pipelines expand the
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traditional software supply chain risk surface to include
data collection, labeling, pre-training, fine-tuning, model
packaging, and deployment. Studies document escalating
risks from data poisoning, backdoored checkpoints,
dependency hijacking in ML tooling, and drift-induced
misbehavior now extending to large language models and
multimodal systems. Conventional code signing and software
bill of materials practices do not fully address the provenance
of data and model artifacts across iterative training cycles.

Provenance as a First-Class Control

Across the safety and governance literature, provenance
is framed as verifiable metadata about origin, lineage,
and transformations of Al artifacts such as datasets,
prompts, checkpoints, and pipelines. Standards efforts
increasingly recommend traceability for model inputs and
outputs, training configurations, and custodial chains,
positioning provenance as the backbone of auditability and
reproducibility in sensitive domains. Governmental policies
encourage agencies and providers to retain auditable records
of development and testing sufficient to support safety
claims and independent review.

Policy and Standards Context for Government
Clouds

Multiple normative instruments shape best practices
for Al supply chains on government clouds. The NIST Al
Risk Management Framework provides outcomes and
functions to govern, map, measure, and manage that
call for documentation, measurement, and continuous
monitoring across the Al lifecycle, relying heavily on robust
provenance. The Secure Software Development Framework
sets practices for secure builds, artifact integrity, and tamper
resistance relevant to ML toolchains. The European Union Al
Act classifies high-risk systems with obligations for quality
management, data governance, logging, and post-market
monitoring, all of which depend on artifact traceability. In
addition, ISO/IEC 42001 formalizes an Al Management System
that requires lifecycle controls and third-party oversight,
which mature provenance mechanisms can satisfy.

Government Cloud Governance and Assurance

FedRAMP authorizations and associated guidance emphasize
supply chain risk management, continuous monitoring,
and auditable control inheritance for services operating
in government clouds. While FedRAMP primarily focuses
on cloud service providers, agencies increasingly deploy
or procure Al capabilities atop authorized environments,
creating a need to extend provenance from the cloud
substrate into Al artifacts such as data, models, and
evaluators. Provenance-aware registries can help reconcile
multi-tenant pipelines, cross-domain data movement, and

model redeployment across impact levels

Blockchain for Verifiable Al Provenance
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A growing body of work proposes distributed ledgers to bind
identities, timestamps, hashes, and policies to Al artifacts.
In this view, blockchain provides immutability for lineage
events such as data ingestion, curation, training, signing, and
deployment. It also establishes decentralized trust for multi-
party ML ecosystems and programmable policy enforcement
through smart contracts, such as license, consent, or export
restrictions. Recent analyses of blockchain-backed model
sharing and distributed training outline how on-chain
registries, off-chain storage, and verifiable computation can
enable non-repudiation and selective disclosure key features
for inter-agency and public-private contexts in government
clouds.

Gaps and Open Challenges

Despite its promise, several gaps persist. First, scalability and
privacy challenges arise because high-volume telemetry
such as gradients and evaluation traces cannot reside
fully on-chain, requiring hybrid designs with off-chain
confidential storage. Second, without shared schemas for
datasets, prompts, training recipes, and evaluator protocols,
provenance graphsrisk becominginconsistent across vendors
and agencies. Third, provenance alone does not guarantee
model quality; it must be coupled with conformance testing,
red-teaming, and continuous monitoring aligned with Al
governance frameworks. Finally, operationalization remains
anissue, as integrating provenance workflows with FedRAMP
processes, model risk management, and cross-jurisdictional
obligations such as those in the EU Al Act remains uneven

across implementations.

Synthesis

The literature converges on three main conclusions. First,
Al supply chains demand provenance that spans beyond
code and into data, prompts, and model evolution. Second,
government cloud contexts raise the bar for auditability and
cross-organizational trust, where decentralized proofs can
reduce reliance on single custodians. Third, policy baselines
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Figure 1: Convergence of Policy Obligationand Blockchain-
Enabled Provenance Controls Across the Al Lifecycle
The graph illustrates how policy frameworks and
blockchain-based technical controls align to strengthen
provenance assurance across government cloud-hosted Al
systems.
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such as the Al RMF, the Secure Software Development
Framework, ISO/IEC 42001, and the EU Al Act now articulate
outcomes that blockchain-anchored provenance can help
evidence, provided deployments address scalability, privacy,
and semantic consistency through hybrid designs. This
synthesis motivates a methodology that operationalizes
provenance registration, tamper-evident lineage, and policy-
aware access in government cloud environments.

THEORETICAL FRAMEWORK

The theoretical foundation for securing the Al supply chain
through blockchain-enabled provenance builds on three
interrelated domains: supply chain risk management,
provenance theory in computational systems, and trust
models in distributed ledgers. Together, these domains
provide a conceptual lens through which to examine the
challenges and opportunities of safeguarding Al models in
government cloud environments.

Supply Chain Risk Management in Al Systems

Traditional supply chain risk management theory
emphasizes visibility, accountability, and control
across the movement of goods and services. In
digital ecosystems, this translates to ensuring in-
tegrity, confidentiality, and authenticity of software
components. For Al systems, the scope expands
significantly: not only code modules but also
training datasets, labeling protocols, model archi-
tectures, and retraining cycles must be validated.
Each stage introduces potential vulnerabilities

that can be exploited through adversarial attacks,
poisoning, or unauthorized modifications. The
theoretical application of supply chain risk man-
agement to Al thus requires a multi-layered view
of artifact custody, where every transformation
from raw data acquisition to final deployment must
be accompanied by verifiable records.

Provenance Theory in Computational Systems

Provenance theory, originally grounded in data science and
information systems research, conceptualizes provenance
as the record of origin, lineage, and transformation of digital
objects. In Al contexts, provenance provides the foundation
for reproducibility, auditability, and accountability. A
theoretically robust provenance framework must capture
not only technical aspects (such as dataset sources,
training configurations, or hyperparameter tuning) but also
organizational and ethical dimensions (such as consent for
data use and fairness evaluations). The literature frames
provenance as both descriptive and normative: it describes
the historical trajectory of an artifact while simultaneously

serving as a normative benchmark for compliance and trust.
Within government clouds, this dual function is essential, as
agencies are required to demonstrate not only operational
performance but also adherence to regulatory and ethical
standards.

Blockchain as a Trust Model

Trust models in distributed systems theory focus on reducing
reliance on centralized authorities through mechanisms
that guarantee integrity, immutability, and consensus.
Blockchain operationalizes this by enabling a distributed
ledger where each transaction or event is cryptographically
secured and time-stamped. The theoretical contribution
of blockchain to Al provenance lies in its ability to shift
trust from organizational assurances to mathematically
verifiable proofs. When applied to the Al supply chain,
blockchain ensures that every lifecycle event data ingestion,
model training, deployment, and updates can be logged
immutably, forming a permanent audit trail. This transforms
provenance from a passive record-keeping process into an
active trust-building mechanism that strengthens resilience
in government cloud infrastructures.

Integration with Government Cloud
Governance

The government cloud operates under stringent frameworks
that require demonstrable compliance with security, privacy,
and accountability mandates. Theoretically, blockchain-
enabled provenance aligns with these frameworks by
embedding verifiability into the Al lifecycle. Regulatory
theories of compliance suggest that when oversight
mechanisms are coupled with verifiable technical controls,
enforcement becomes more effective and transparent. Thus,
the theoretical integration of provenance and blockchain
with government cloud governance can be understood as
a socio-technical system: blockchain provides the technical
trust substrate, provenance ensures lifecycle visibility, and
government frameworks supply the regulatory scaffolding.
Together, they form a holistic model of assurance for Al
deployment in sensitive public-sector domains.

Synthesis of the Framework

The theoretical framework that emerges can be summarized
as follows: supply chain risk management highlights the
need for visibility across Al artifacts; provenance theory
provides the conceptual tools to record and validate their
trajectories; and blockchain offers the decentralized trust
mechanism to secure and authenticate those records. In
government cloud contexts, these theories converge to
establish a comprehensive model for Al supply chain security
where transparency, accountability, and verifiability are
embedded into every stage of the Al lifecycle. This framework
not only supports operational security but also strengthens
compliance with evolving regulatory mandates, positioning
provenance as a cornerstone of trustworthy Al in the public
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sector.

METHODOLOGY

The methodology adopted in this study is a conceptual
design framework aimed at integrating blockchain-
based provenance mechanisms into government cloud
infrastructures to secure the Al supply chain. It draws
upon principles from supply chain risk management,
blockchain trust theory, and government cloud governance
requirements. The approach is structured into four
methodological components: research design, provenance
model definition, blockchain integration process, and
evaluation criteria.

Research Design

This research is conceptual and exploratory, focusing on
synthesizing best practices from existing literature, policy
frameworks, and emerging technological standards.
Rather than implementing a prototype, the methodology
emphasizes the development of a theoretically grounded
model that is directly applicable to government cloud
contexts. This design choice reflects the sensitive nature
of government systems, where operational deployment
requires regulatory approval and multi-stakeholder
collaboration.

Provenance Model Definition

The provenance model defines the scope of artifacts and

lifecycle events to be secured. It includes datasets, training

configurations, model checkpoints, pre-trained modules,

and deployment instances. For each artifact, provenance

records must capture:

« Origin (data source, developer, or model provider)

« Transformation (training, fine-tuning, or preprocessing
steps)

« Custody (who controlled the artifact and when)

« Compliance (alignment with policies, licensing, and
ethical guidelines)

These records provide the backbone for verification and

accountability within the government cloud environment.

Blockchain Integration Process

The integration methodology positions blockchain as the
underlying substrate for provenance assurance. Key stages
include:

« Artifact Registration — Each dataset or model s registered
on a blockchain ledger with cryptographic hashes and
metadata.

+ Lifecycle Anchoring - Training and transformation events
are logged immutably, linking outputs to inputs.

«  Smart Contract Enforcement - Policies governing data
use, licensing, or export restrictions are codified into
smart contracts.

« Deploymentand Audit - Deployed models are anchored
to blockchain records, enabling auditors to verify
integrity against registered artifacts.

« Continuous Monitoring — Updates, retraining cycles,
and post-deployment evaluations are logged, ensuring

dynamic provenance over time.

Evaluation Criteria

The methodology evaluates the proposed framework against
four criteria:

Security

Resistance to tampering, unauthorized modifications, and
adversarial interventions.

Scalability

Feasibility of maintaining provenance across large, dynamic
Al ecosystems.

Compliance

Alignment with Al governance frameworks such as NIST Al
RMF, FedRAMP, and the EU Al Act.

Trust
Ability to strengthen cross-organizational confidence in

Conceptual Workflow for Blockchain-Enabled Al Supply Chain Security

Data Acquisition Model Training
& Preprocessing & Fine-Tuning & Anchoring

Blockchain Registration Jl>

Continuous M_nnitoring

Smart Contract-Based
& Audit

Deployment in
Policy Enforcement Government Cloud

Provenance ca ptured Provenance caj ptured Provenance captured

Provenance captured Provenance captured

Figure 2: Chain- Al Conceptual Workflow for Block Chain-Enabled Al Suppy Chain Security
This diagram presents a linear workflow of the Al supply chain, spanning from data acquisition to continuous monitoring.
At each stage, provenance is captured to ensure traceability and accountability, while blockchain integration secures
registration, anchoring, and policy enforcement.
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government cloud Al systems through verifiable, immutable
records.

IMPLEMENTATION AND Discussion

The practical implementation of blockchain-enabled
provenance in government clouds requires both technical
adaptation and institutional readiness. While the methodology
defines the conceptual foundation, implementation
must address real-world constraints such as scalability,
interoperability, policy alignment, and operational efficiency.
This section discusses how the proposed framework can be
applied in practice and the implications for government
stakeholders.

Technical Implementation Considerations

The first step in implementation is the establishment of a
provenance-aware registry within the government cloud
environment. Each Al artifact whether a dataset, model
checkpoint, or deployment container must be uniquely
identified and registered on a blockchain ledger. This process
requires integration with existing cloud service workflows,
including identity and access management systems,
continuous integration pipelines, and monitoring tools.

To address scalability, a hybrid architecture is
recommended: detailed provenance metadata is stored off-
chain in secure cloud databases, while cryptographic hashes
and summary proofs are anchored on-chain. This ensures
the blockchain remains lightweight while maintaining
verifiability. For interoperability, the system must adopt
standardized schemas for provenance metadata, enabling
agencies and vendors to align with a common framework.

Policy and Governance Alignment

Blockchain provenance must be embedded into existing
regulatory and governance structures. Government clouds

already adhere to frameworks such as FedRAMP, the NIST
Al Risk Management Framework, and the Secure Software
Development Framework. Blockchain can extend these
controls by providing immutable evidence of compliance
activities. For instance, a FedRAMP assessor can cross-check
blockchain records against audit requirements, reducing
reliance on manual documentation. Similarly, continuous
logging of model retraining and updates aligns with the
monitoring mandates of the EU Al Act.

Organizational and Operational Challenges
While blockchain can technically secure provenance,
organizational challenges must be addressed. Agencies
must develop policies on data ownership, access rights,
and responsibilities for maintaining provenance records.
Operationally, system administrators and auditors must be
trained to interact with blockchain-based registries, interpret
provenance logs, and enforce smart contract rules. Without
sufficient human capacity, the benefits of technical assurance
may be undermined by gaps in governance and oversight.

Discussion of Benefits and Limitations

The benefits of implementation include enhanced model
integrity, reduced risk of tampering, and improved
auditability. By embedding trust into technical processes,
blockchain reduces dependency on manual certifications
and increases confidence in cross-agency Al collaborations.
However, limitations persist. The immutability of blockchain
can create privacy concerns if sensitive data is improperly
registered. Costs associated with maintaining blockchain
infrastructure, particularly in resource-constrained public
agencies, may also present barriers. Finally, adoption requires
cultural change, as agencies shift from document-based
compliance to cryptographic verification.

This table provides a structured comparison of the core

Table 1: Comparative Assessment of Blockchain-Enabled Provenance in Government Cloud Al Supply Chains

Implementation
Dimension

Expected Benefits

Key Challenges Policy and Governance

Implications

Ensures artifact
authenticity

Provenance Registration

Lifecycle Anchoring Tamper-evident logs of

model evolution

Smart Contract
Enforcement

Automated compliance
checks

Audit and Oversight Transparent and verifiable

logs for assessors

Operational Sustainability =~ Long-term verifiable

records

Requires standardized
metadata schemas

Supports audit compliance
under NIST Al RMF

Aligns with EU Al Act
continuous monitoring
obligations

Scalability concerns for
high-frequency updates

Complexity in coding
regulatory requirements

Reduces manual oversight
under FedRAMP and ISO/IEC
42001

Requires staff training in
blockchain auditing

Strengthens trust in inter-
agency collaborations

Infrastructure cost and
integration hurdles

Encourages adoption of
national Al governance
standards
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dimensions involved in implementing blockchain-enabled
provenance within government cloud environments. It
highlights how each implementation dimension ranging
from provenance registration to operational sustainability
presents a balance of benefits, technical and organizational
challenges, and policy implications.

CONCLUSION

The integrity and reliability of the Al supply chain are also
key factors that should be addressed when governments
implement advanced digital solutions in such sensitive
areas as defense, healthcare, and public administration.
As has been argued in this article, blockchain technology
is a powerful tool to support provenance that can be
verified, allowing government agencies to trace the origin,
development and adherence of Al models deployed on
cloud infrastructures. Blockchain minimizes the probability
of manipulation, maximizes accountability, and improves
cross-agency collaboration by anchoring model artifacts,
lifecycle events, and audit trails on an unwriteable ledger.

The results highlight that the realization of any
implementation is not only achieved through technological
preparedness but also through the synchronisation
of governance structures, policy requirements and
organisational capability. Although such technical advantages
as tamper-evident logging and automatic compliance
verification are obvious, issues of scalability, cost, and
workforce preparedness are equally critical. To overcome
these issues, it is important to work jointly: to adopt uniform
schemas for provenance, provide education to the staff of
the public sector, and connect with well-known frameworks,
including FedRAMP, NIST Al RMF, and EU Al Act.
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