
Abstract
India’s journey toward a USD 5 trillion economy by 2025 has been fundamentally reshaped by a state-led digital revolution, 
with Digital Financial Inclusion at its core. The strategic deployment of Digital Public Infrastructure (DPI)—a secure and 
interoperable framework—has catalyzed a paradigm shift, moving technology adoption from mere access to becoming 
the primary engine for socio-economic development. This transformation is most profoundly evident in the pursuit of 
Rural Financial Empowerment, where the convergence of DPI and Artificial Intelligence (AI) acts as a force multiplier, 
enabling personalized service delivery at an unprecedented scale in a diverse nation. Critical Government Initiatives 
have architecturally and operationally redefined the state-market-citizen interaction. These policies have systematically 
leveraged technology to bridge historic divides, integrating vast rural populations into the formal economy. The analysis 
that follows examines this multi-layered transformation, evaluating how the fusion of policy, digital identity, payment 
systems, and data empowerment has fundamentally altered the trajectory of financial access and agency for 1.4 billion 
people. Ultimately, India’s experience underscores that targeted technological infrastructure is not merely an efficiency 
tool but the foundational bedrock for inclusive growth, demonstrating a replicable model for digital financial inclusion 
that empowers citizens directly and transforms the economic landscape from the ground up.
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Introduction

The architectural genesis of the India Stack and 
Digital Public Infrastructure
The structural foundation of India’s f inancial 
empowerment is the “India Stack,” a moniker for 
a set of open Application Programming Interfaces 
(APIs) and digital public goods designed to unlock the 
economic primitives of identity, data, and payments at 
population scale. This journey began in 2009 with the 
formation of the Unique ID Authority of India (UIDAI), 
which sought to provide a reliable, biometric-based 
digital identity to every resident. By 2025, Aadhaar had 
become the digital key to the economy, facilitating 
over 67 billion verifications and reducing the cost of 
Know-Your-Customer (KYC) processes for banks from 
approximately USD 23 to a mere USD 0.15. This reduction 
in documentation barriers was the critical first step 
in bringing marginalized populations into the formal 
financial fold.

The philosophy of the India Stack is rooted in openness 
and interoperability, moving away from proprietary, 
siloed systems toward a public-good model that allows 
private innovation to flourish on top of public rails. 
This approach has catalyzed the rise of a robust fintech 
ecosystem, where startups can build applications based 
on Aadhaar-enabled e-KYC and UPI without the need 
for high-cost, legacy infrastructure. By 2025, the digital 
economy’s productivity is estimated to be five times 
higher than that of other sectors, with its share in Gross 
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Table 1: India’s Digital Public Infrastructure: Key Components & 2025 Status

Component of DPI Primary Technology/
Platform Core Function Achievement/Status as of 2025

Identity Layer Aadhaar Biometric unique ID; digital 
authentication

1.41 billion enrolments; 67 billion 
verifications

Payment Layer UPI Real-time interoperable mobile 
payments

228 billion annual transactions; 
50% global volume

Data Layer Account Aggregator Consent-driven financial data 
sharing

10 operational aggregators; live 
with major banks

Service Layer UMANG / DigiLocker Unified governance app; digital 
document vault

Over 556 crore learning sessions; 
widespread adoption

Procurement GeM Government e-Marketplace Standardized procurement for 
MSMEs

Source: Author’s compilation

Value Added (GVA) expected to reach 20% by the end 
of the decade.

The JAM trinity and the modernization of 
welfare efficiency
The practical realization of financial empowerment for 
the poor is best exemplified by the Jan Dhan-Aadhaar-
Mobile (JAM) trinity. Proposed in the Economic Survey 
2014-15, this framework links banking, identity, and 
connectivity to create a diversion-proof mechanism 
for the delivery of government subsidies. The Pradhan 
Mantri Jan Dhan Yojana (PMJDY) has successfully 
banked over 56.16 crore people by August 2025, with 
a cumulative balance exceeding Rs 2.64 lakh crore. 
Notably, 55.7% of these account holders are women, and 
66.7% are located in rural or semi-urban areas, indicating 
a successful reach to the historically unbanked.

The implementation of Direct Benefit Transfers (DBT) 
through the JAM network has transformed budgetary 
efficiency. By shifting from paper-based disbursals to 
direct digital transfers, the government has eliminated 
middlemen and “ghost beneficiaries,” leading to 
cumulative savings of Rs 3.48 lakh crore as of 2025. 
A quantitative assessment reveals a strong positive 
correlation (0.71) between beneficiary coverage and 
DBT savings, suggesting that as the system expanded, 
its ability to plug leakages grew exponentially.

The socio-economic implications of this precision 
are profound. In rural areas, the timely transfer of 
subsidies for fertilizers, pensions, and housing boosts 
household savings and strengthens trust in governance. 
For women, who hold more than half of these accounts, 
the JAM trinity has provided a secure place to save and 
manage finances independently, fostering a behavioral 

shift toward formal banking. The average deposit per 
Jan Dhan account has increased 3.7 times compared to 
2015, reflecting not only increased usage but also the 
inculcation of a saving habit among the poor.

Unified Payments Interface and the democrat-
ization of digital commerce
The Unified Payments Interface (UPI) has emerged 
as the most transformative financial technology 
innovation in India’s history, serving as the backbone 
of everyday commerce. By 2025, UPI accounts for 84% 
of digital payments in India and 50% of the world’s 
real-time transaction volume. In the single month of 
August 2025, UPI processed 20 billion transactions 
worth approximately Rs 25 trillion, illustrating a scale 
and infrastructure maturity that allows for nearly 7,500 
transactions per second.

The expansion of UPI has effectively bridged the 
urban-rural divide. Currently, around 70% of UPI users are 
from places other than Tier-1 cities, with Tier-2 and Tier-3 
cities fueling the next phase of growth. This widespread 
adoption is attributed to the simple identifier (Virtual 
Payment Address), the low-cost interoperable QR code 
model, and increasing smartphone penetration. Small 
merchants and street vendors, who previously relied 
solely on cash, now gain faster settlements and a digital 
trail that can be used for credit scoring.

In 2025, UPI’s functionality has expanded beyond 
simple P2P (person-to-person) transfers. Innovations 
such as UPI Lite for offline payments in low-connectivity 
areas, UPI AutoPay for recurring subscriptions, and 
conversational AI-driven interfaces have broadened 
the platform’s utility. Furthermore, the introduction of 
“Credit on UPI” and “EMI on UPI” has integrated lending 
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Table 2: Direct Benefit Transfer: Impact on Welfare Metrics, 2009-2025

Welfare Metric Pre-DBT Era (2009-2013) Post-DBT Era (2014-2024) 2025 Snapshot

Beneficiary Coverage 11 crore 176 crore ~180+ crore

Subsidy Expenditure 16% of total expenditure 9% of total expenditure <9% of expenditure

Cumulative Savings Minimal Rs 3.48 lakh crore Continuing growth

Welfare Efficiency Index 0.32 0.91 Trend toward complete efficiency

Source: Author’s compilation

Table 3: UPI’s Exponential Transaction Growth (2016-2025) in Volume & Value

Year UPI Transaction Volume (Mn) INR Value (Mn) USD Value (Bn)

2016 2.65 8,930.7 0.12

2019 10,787.54 18,366,381.8 247.86

2021 38,744.55 71,592,858.0 966.17

2024 139,995.98 246,825,208.1 2,850.93

2025 228,000.00 300,000,000.0 3,400.00
Source: Author’s compilation

directly into the payment flow, allowing users to access 
instant credit for large purchases at the point of sale. This 
transition toward “intelligent commerce” is supported 
by an agentic AI framework that enables user-authorized 
AI chatbots to manage and complete payments based 
on contextual routines.

The data empowerment and protection 
architecture
While identity and payments provided the first two 
layers of empowerment, the third layer—the Data 
Layer—has become critical in 2025 through the Data 
Empowerment and Protection Architecture (DEPA). 
This framework aims to give citizens control over their 
personal data, allowing them to share it with service 
providers in a secure, consent-driven manner to access 
better financial products. The center of this initiative 
is the Account Aggregator (AA) framework, which 
went live with major banks and now includes several 
operational aggregators.

By using the AA framework, an individual can share 
their bank statements, tax returns, and investment 
details digitally and instantly with a lender. This removes 
the friction of physical documentation and enables 
“cash-flow based lending” rather than “collateral-based 
lending,” which is particularly beneficial for MSMEs and 
individuals without property to pledge. The structural 
shift from static credit snapshots to live, consent-based 
feeds allows lenders to monitor a borrower’s financial 
health in real-time, enabling proactive interventions and 
personalized interest rates.

However, the aggregation of sensitive data has raised 
concerns regarding vulnerability. The 2025 landscape 
was marked by a significant focus on the Digital Personal 
Data Protection (DPDP) Act of 2023, as regulators 
sought to balance inclusion with privacy. High-profile 
incidents, such as the exposure of Aadhaar and passport 
details of over 815 million Indians on the dark web in 
previous years, underscored the need for the “zero-
trust” architecture and multi-factor encryption being 
tested in 2025.

Artificial Intelligence and the democratization 
of credit access
In 2025, Artificial Intelligence (AI) has become the 
backbone of inclusive lending in India. Traditional 
credit scoring, which relied heavily on salary slips and 
CIBIL scores, often excluded millions of creditworthy 
individuals who lacked a formal financial history. 
AI-based credit scoring models have addressed this gap 
by analyzing “alternative data,” such as UPI transaction 
patterns, mobile usage and recharge regularity, 
utility bill payments, and even digital footprints on 
e-commerce platforms.

These AI models use machine learning to identify 
non-obvious patterns that correlate with repayment 
behavior. For instance, a small “kirana” store owner with 
steady UPI sales and consistent electricity bill payments 
can be approved for a loan within minutes, even without 
a prior credit history. In 2025, approximately 60-70% of 
financial firms in India leverage AI for these purposes. 
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Table 4: Data Governance Frameworks: Mechanisms and Empowerment Impact

Data Privacy & Empowerment Initiative Mechanism Impact on Financial Empowerment

Account Aggregator (AA) Consent-based data sharing APIs Enables faster loan approvals and 
personalized pricing

DEPA Framework for secure data 
exchange

Ensures user control over sensitive 
financial information

DPDP Act 2023 Legislative data protection Establishes legal accountability for data 
breaches

DigiLocker Secure cloud for authenticated 
documents

Reduces bureaucratic delays and paper 
reliance

Source: Author’s compilation

Table 5: AI-Powered Lending Transformation: A Comparative Analysis, 2025

Lending Metric / AI Impact Traditional Model AI-Powered Model (2025)

Data Points Limited (Income, Past Loans) Alternative (UPI, Mobile, Utility, Behavior)

Approval Time Days to Weeks Seconds to Minutes

Accessibility High-income / Salaried Gig workers, MSMEs, First-time borrowers

Risk Management Static Snapshot Real-time adaptive learning

Fraud Detection Manual / Rule-based AI-powered anomaly detection
Source: Author’s compilation

Table 6: India’s e-Rupee Pilot: Retail & Wholesale Progress, March 2025

CBDC Pilot Status (March 2025) Retail Pilot (e-Rupee-R) Wholesale Pilot (e-Rupee-W)

Users / Participants 60 lakh users Banks and Standalone Primary Dealers

Circulation Value Rs 1,016 crore Interbank settlement use cases

New Features Offline and Programmability Cross-border transaction exploration

Key Denominations Rs 500 (84% share); Rs 200; Rs 100 -
Source: Author’s compilation

Table 7: Assessing India’s Financial Inclusion Index: Core Dimensions and Progress

FI-Index Sub-Indices Weight Focus Areas Progress Indicator

Access 35% Number of banking outlets, Bank Mitras Near-universal coverage

Usage 45% Savings, digital payments, credit, insurance Driven by UPI and DBT

Quality 20% Literacy, consumer protection, grievance redressal Key focus for 2025-2030
Source: Author’s compilation

Table 8: India’s Digital Access & Gender Divide: Rural vs National Metrics

Regional / Gender Statistic National Rural / Specific States

Smartphone Possession (Male) High 80.7% (Rural)

Smartphone Possession (Female) Moderate 48.4% (Rural)

Internet Penetration 55.3% 37% (Bihar); 41% (Uttar Pradesh)

Digital Payment Avoidance - 68% (Rural - due to illiteracy)

UPI Preferred Payment Mode - 38% (Rural & Semi-urban)
Source: Author’s compilation
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Table 9: India’s 2025 Cyber security Measures for Financial Infrastructure Protection

Cybersecurity Initiative 2025 Mechanism Objective

Exclusive Domains .bank.in and .fin.in Prevent phishing by identifying legitimate sites

Fraud Risk Indicator (FRI) Risk-based classification of mobile 
numbers

Real-time prevention of fraudulent transactions

MuleHunter.ai AI-based account identification Flagging potential money-laundering “mule 
accounts”

AFA for International Additional Factor Authentication Bringing offshore payments under domestic 
security

UPI InfoSec Framework Annual CERT-In audits for all UPI 
entities

Standardize security across payment partners

Source: Author’s compilation

Table 10: India’s UPI: Global Linkages and Cross-Border Acceptance, 2025

International Linkage / Acceptance Status (2025) Impact

UPI-PayNow (Singapore) Live Real-time cross-border P2P payments

UPI acceptance (UAE, France, Mauritius) Live Seamless merchant payments for travellers

Project Nexus Participation Regional integration of payment systems

Cambodia (ACLEDA Bank) Partnered Introduction of real-time systems

Namibia / Africa pilots On-going Replicating UPI style payments

Source: Author’s compilation

The use of alternative data has been shown to double 
micro-loan approval rates in Tier-3 districts since the 
start of the decade.
Despite its success, AI-driven lending faces challenges 
related to transparency and bias. Algorithms trained 
on skewed datasets can perpetuate social inequalities 
related to gender, caste, or geographic location. To 
counter this, regulators and the industry have begun 
pushing for “Explainable AI,” ensuring that every credit 
decision can be traced back to its underlying logic. The 
RBI’s proposed “AI Governance Sandbox” for 2026 is 
expected to further refine these ethical standards.

Central Bank Digital Currency: The e-Rupee and 
programmable finance
A significant milestone in the 2024-2025 period is the 
expansion of the Central Bank Digital Currency (CBDC) 
pilots. The e-Rupee, a digital form of sovereign cash, was 
launched to offer the efficiency of digital payments with 
the finality and safety of central bank money. By March 
2025, the retail pilot had expanded to 17 banks and 60 
lakh users, with a total circulation value of Rs 1,016 crore.

T h e  e - Rup e e  intro duces  the  concept  of 
“programmability,” which has transformative potential 
for financial empowerment. Unlike traditional cash, the 
digital Rupee can be programmed with an “end-use” 
condition. For example, in Odisha, digital Rupees were 

transferred to 88,000 beneficiaries under the Subhadra 
Yojana, ensuring the funds were used specifically for 
their intended purpose without leakage or diversion. 
Similarly, programmability features are being used for 
direct benefit transfers to farmers against carbon credits 
and loans to tenant farmers under Kisan Credit Cards.

The strategic evolution of the e-Rupee aims to 
reduce the nation’s reliance on physical cash, improve 
domestic payment efficiency, and simplify cross-border 
payments. The RBI is actively exploring bilateral and 
multilateral pilots for cross-border CBDC transactions 
to overcome challenges related to turnaround time and 
transparency in global remittances.

Measuring progress: The Financial Inclusion 
Index and policy roadmaps
The progress of India’s technological intervention is 
tracked by the RBI’s Financial Inclusion Index (FI-Index), 
which stands at 67.0 for the year ending March 2025, 
an increase of 24.3% since 2021. This index captures 
the extent of inclusion across three dimensions: Access 
(35%), Usage (45%), and Quality (20%). The recent 
boost in the index is primarily driven by improvements 
in the “Usage” and “Quality” dimensions, indicating 
that individuals are not just opening accounts but are 
actively using digital financial infrastructure for savings, 
insurance, and investments.
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The National Strategy for Financial Inclusion (NSFI) 
2025-2030, released in late 2025, sets a renewed agenda 
for “quality-centric inclusion”. Built around the “Panch-
Jyoti” objectives, the strategy aims to convert access 
into long-term security and economic empowerment. 
It emphasizes gender-sensitive approaches, integrating 
financial services with livelihood development, and 
positioning financial education as a driver of discipline.

Complementing the NSFI is the National Strategy 
for Financial Education (NSFE) 2020-2025, which 
employs a “5-C Approach” focusing on Content, 
Capacity, Community-led models, Communication, 
and Collaboration. This policy focus on education 
is vital, as research indicates that digital literacy is 
a critical mediator in the impact of DPI on financial 
inclusion, particularly in underdeveloped regions like 
the aspirational districts of Uttar Pradesh.

The gender and rural digital divide: Challenges 
to empowerment:
Despite the massive strides in digital penetration, 
significant gaps remain. The “Digital India” and universal 
connectivity initiatives have bridged many divides, but 
as of 2025, gender and regional disparities still hinder 
equitable empowerment. In rural areas, 51.6% of women 
do not own a mobile phone, compared to 80.7% of 
rural men who own a smartphone. This gender gap in 
device ownership directly translates to a gap in financial 
participation, as many digital tools are smartphone-
centric.

Furthermore, state-level data highlights uneven 
progress. In Bihar, the literacy rate (61.8%) and per 
capita income (30% of the national average) remain 
significantly lower than national figures. Infrastructure 
gaps, such as limited high-speed internet and erratic 
electricity, continue to present a “dual reality” for 
startups and businesses operating in such contexts. 
While 99.5% of rural youth are digitally literate enough 
to carry out a UPI transaction, 68% of older rural users 
avoid digital services due to digital illiteracy and fear 
of scams.

The “Capability Approach,” championed by 
economist Amartya Sen, suggests that DPI can only 
enhance financial inclusion if individual capabilities—
such as digital literacy—are developed alongside the 
infrastructure. In 2025, the focus of both the government 
and the RBI has shifted toward these grassroots 
interventions, utilizing a network of 13.55 lakh Bank 
Mitras and specialized “Financial Literacy Weeks” to 
empower women and marginalized groups with the 
knowledge to navigate the digital ecosystem safely.

Cybersecurity and the resilience of the financial 
ecosystem
As digital payments have become the everyday default, 
the financial sector has become a prime target for cyber-
enabled fraud. The year 2025 was a “watershed year” 
for cybersecurity, with scheduled commercial banks 
facing 248 confirmed data breaches. Between January 
and June 2025, the BFSI sector faced an average of 4.1 
million attacks monthly, representing a 172% increase 
in DDoS attacks during peak banking operations.

One of the most critical incidents was the Nupay 
cloud storage breach in September 2025, where 273,000 
PDF documents related to bank transfers were exposed. 
This incident highlighted the vulnerability of third-party 
fintech providers and the “cascading risks” they create 
for traditional banks. In response, the RBI issued its 
“Cyber-security Mandates 2025,” signaling a paradigm 
shift toward Zero-Trust Architecture, continuous threat 
monitoring, and the accountability of the Board of 
Directors for digital resilience.

The structural resilience of the payment ecosystem 
is also being strengthened through inter-agency 
collaboration. The Department of Telecommunications 
(DoT) and the RBI have integrated real-time responsive 
models like the Financial Fraud Risk Indicator (FRI) 
directly into banking workflows. This allows banks to 
decline suspicious transactions or issue alerts instantly 
if a mobile number is associated with high fraud risk. 
These measures aim to build “digital trust,” which is 
considered the essential currency for the sustained 
growth of the digital economy.

Global benchmarks and South-South cooper-
ation
By 2025, India’s DPI model has emerged as a global 
benchmark, particularly for developing economies in 
Africa and South Asia. Countries like Nigeria, Kenya, 
and Ghana have adopted frameworks modeled after 
Aadhaar and UPI to drive their own financial inclusion 
agendas. India’s strategy emphasizes “South-South 
cooperation,” sharing open-source platforms and 
technical assistance rather than the debt-heavy models 
characteristic of other geopolitical rivals.

The internationalization of UPI is a key component 
of this outreach. Linkages with Singapore’s PayNow 
allow for real-time cross-border payments, while QR 
code acceptance in countries like France, the UAE, and 
Mauritius facilitates easier trade and tourism. India’s 
participation in “Project Nexus,” which aims to link 
fast payment systems across Asia, further cements its 
position as a global payment powerhouse.
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The economic impact of these partnerships is significant. 
For instance, India-Namibia trade surged alongside 
the adoption of UPI-style payment infrastructure. 
Furthermore, the reduction in cross-border remittance 
costs aligns with the Sustainable Development Goal 
of reaching a cost of less than 3% by 2030. India’s role 
as a provider of digital public goods has strengthened 
its strategic standing in the Global South, offering a 
“trusted alternative” for nations seeking to modernize 
their financial systems.

Synthesis and future trajectories - The intellig-
ent age of finance
The role of technology in financial empowerment in 
India till 2025 has transitioned from building “pipes” to 
delivering “intelligence.” The convergence of DPI with 
AI, 5G, and blockchain technology has created a resilient 
economy capable of adding US$ 1 trillion to the GDP by 
2030. As the system matures, several future-oriented 
trends are emerging:

Agentic AI and Conversational Payments
 The next wave of growth will come from user-authorized 
AI agents that can manage entire financial routines—
from bill payments to investment rebalancing—using 
natural language commands.

IoT and Embedded Finance
Beyond smartphones, financial transactions will be 
embedded into non-financial platforms and smart 
devices, such as connected cars and wearables, further 
reducing the friction of commerce.

Tokenization and Blockchain
 The use of blockchain for decentralized finance and the 
tokenization of reserves is being explored by the RBI to 
enhance the security and efficiency of the wholesale 
banking sector.

Predictive Risk Management
AI-driven tools will move beyond scoring to “predictive” 
financial health tracking, providing early warnings 
for potential defaults and allowing for real-time 
restructuring of loan terms.

In conclusion, the Indian model demonstrates 
that technology, when built as a public good, can 
fundamentally reshape a nation’s social and economic 
fabric. The synergy of a biometric digital identity, a 
real-time interoperable payment system, and a consent-
driven data framework has empowered millions of 
individuals who were previously excluded from the 
formal economy. While cybersecurity threats and digital 

literacy gaps remain critical challenges, the structural 
foundations of the India Stack have positioned the 
country as a global leader in digital finance, offering a 
roadmap for inclusive growth in the “Intelligent Age.”
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